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Information disorder theoretical 
framework (Wardle, 2017; Wardle & 
Derakshan, 2017)

Very difficult to 
distinguish 🡪 mainly 
between MIS- and 

DISinformation



Misinformation lifecycle?
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Source: STOA report 
2019



The 6 Questions of Misinformation 
Analysis

●  What is being spread? 

●  Where it spreads?

●  How it spreads?

●  Who is spreading it? 

●  Why it spreads?

●  When it spreads?
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Examples
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https://www.buzzfeednews.com/article/ishmaeldaro/roundup-of-misinformation-on-youtube-shooting



Examples
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print 
& debunk

Source: https://medium.com/1st-draft/5-lessons-for-reporting-in-an-age-of-disinformation-9d98f0441722 

The Trumpet of Amplification

https://medium.com/1st-draft/5-lessons-for-reporting-in-an-age-of-disinformation-9d98f0441722


Misinformation in search results
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Source: (Albright, 2018) 
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Same image, different disinformation 
narratives and languages

Credit: Denis Teyssou (AFP) 
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Google getting confused

Credit: Denis Teyssou (AFP) 



Online Rumours Analysis
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Online Rumours Analysis
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PHEME Project 

●  Rumour is “a circulating story of questionable veracity, 
which is apparently credible but hard to verify, and produces 
sufficient skepticism and/or anxiety”

Examples:
●  True rumour: "10 people dead in Charlie Hebdo according 

to witnesses”

●  False rumour: "GERMAN NEWS REPORT: Co-Pilot of 
Germanwings Airbus Was MUSLIM CONVERT …’Hero of 
Islamic State’?”

●  Unverified rumour: "Police in Ferguson claimed that Mike 
Brown had been involved in a robbery”
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Rumour Stance Classification

● What is being said about a claim/post? 



Stance classification
●  PHEME dataset
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Stance classification
●  RumourEval 2019 shared task

○ Task A: stance classification 
(Comment/Support/Deny/Query)
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 Task B

 Macro F

System A 0.6187

System B 0.6067

System X 0.5776

https://competitions.codalab.org/competitions/19938



Disinformation Analysis Pipelines



Analysing Memes and Adverts: 
Example Election Ad
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https://www.facebook.com/ads/library/?active_status=all&a
d_type=political_and_issue_ads&country=GB&view_all_pa
ge_id=8807334278

● Misleading claim made in the ad image only

● 800k-900k impressions

● Misleading
○ it’s six in the next parliament, and none is a 

completely new hospital
● https://fullfact.org/election-2019/ads/ 

https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=GB&view_all_page_id=8807334278
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=GB&view_all_page_id=8807334278
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=GB&view_all_page_id=8807334278
https://fullfact.org/election-2019/ads/


Analysing Memes and Adverts: 
Example Election Ad (2)
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http://demos.gate.ac.uk/weverify/ocr/

https://www.facebook.com/ads/library/?active_status=all&a
d_type=political_and_issue_ads&country=GB&view_all_pa
ge_id=8807334278

● Misleading claim made in the ad image only

● 800k-900k impressions

● Misleading
○ it’s six in the next parliament, and none is a 

completely new hospital
● https://fullfact.org/election-2019/ads/ 

http://demos.gate.ac.uk/weverify/ocr/
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=GB&view_all_page_id=8807334278
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=GB&view_all_page_id=8807334278
https://www.facebook.com/ads/library/?active_status=all&ad_type=political_and_issue_ads&country=GB&view_all_page_id=8807334278
https://fullfact.org/election-2019/ads/


Analysing Memes and Adverts: Try It
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Go to https://cloud.gate.ac.uk/shopfront/displayItem/ocr-service

Paste this Image URL in the Test this pipeline field: 
https://pbs.twimg.com/media/EtrCBYYXMAUwpl7?format=jpg&name=small

Press the Test Pipeline button

Wait to see the results:

ocr_text    cdc i over 500 deaths recorded follow i ng experimen tal mrna inj ections iza through 
january 29 7 2021

url    https://pbs.twimg.com/media/EtrCBYYXMAUwpl7?format=jpg&name=small

Additional experiment: hunt the original image behind this meme by going to Google images and 
pasting the image URL in the search
  

https://cloud.gate.ac.uk/shopfront/displayItem/ocr-service
https://pbs.twimg.com/media/EtrCBYYXMAUwpl7?format=jpg&name=small
https://pbs.twimg.com/media/EtrCBYYXMAUwpl7?format=jpg&name=small


Veracity classification
●  The task

○ Determine the veracity of an entire rumour
○ Binary or three-class problem (true/false/unverified)
○ Potentially less useful for professionals

●  RumourEval 2019 shared task
○ Three-class: true/false/unverified
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Task A

 Macro F RMSE

System X 0.5765 0.6078

System Y 0.2856 0.7642

System Z 0.2620 0.8012 



Let’s try the veracity classifier via 
Google sheets

● The easiest way to try the services for smaller data 
samples

● For processing via GATE Cloud and for large volumes, 
see Module 3

● Currently in beta - not yet a published add-on you can 
install to your own sheets

● For testing purposes take a copy of this Google Sheet
○ You can only view the original, not edit it
○ go to File → “Make a copy”

https://docs.google.com/spreadsheets/d/10Xv8DLs-dN6mZgdRAr1QNyb22NfLPN7nnoDUrLVPucY/edit?usp=sharing


You may need authorisation

● In your copy of the sheet, “Add-ons” → “GATE Cloud Text 
Analysis” → “Open sidebar”

● First time you do this it will request authorisation
○ Your email will appear as the developer, this is normal!



Authorisation

● When the add-on is 
published properly then 
we will be the developer 
and it won’t be 
considered “unsafe”



Using the add-on

● Once authorised, “open sidebar” again
● “Configure credentials” lets you supply 

your API key ID and password
● Intended workflow

○ Choose the column of texts to process
○ Typically, set destination immediately to 

the right of the top-most input cell
■ For input A2:A10, destination would be B2

○ Choose Rumour Veracity Classifier
○ (Optional) Configure annotations you want 

to extract using column headings 



Demo

● The sheet has a few texts - some true, some false
● Select the cells with input text (A2 to A8)
● Under “Range to analyse” click “use selected range”
● We will put the output alongside - click into cell B2, then 

under destination click “use current cell”
○ Results from processing A2 will go in B2 & C2
○ A3 will go in B3 & C3
○ Etc.

● Select Rumour Veracity Classifier as the service to use
● Press Submit Job



Configuring annotations

● One service can produce many different annotations
● Approach taken here is to map output into several 

columns
● “Configuration range” (typically column headers) defines 

what to extract
● Scroll sidebar down, click

“Open configuration helper”



Configuring annotations

● Click into cell B1, fill a horizontal range of 3 cells

● You will see B1 to D1 filled with headings, and the range 
selected - click “Use selected range”
○ Column headings are annotation types
○ Veracity rumour_label (confidence as %) Veracity rumour_label Veracity confidence



Output on the sample document

Veracity rumour_label (confidence as %) Veracity rumour_label Veracity confidence

false (87.79%) FALSE 0.8779187799

false (87.79%) FALSE 0.877910912

true (82.08%) TRUE 0.8207599521

unverified (94.59%) unverified 0.945890367

unverified (97.00%) unverified 0.9699695706

unverified (62.94%) unverified 0.6293928027

unverified (57.41%) unverified 0.5741012096



Domain Credibility
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➢ As an example, let’s assume that we see 
this tweet and want to know how credible 
the claim it contains is.

➢ The service checks the URL of the tweet and 
the URL within the tweet too.



Domain Credibility Service: Demo Example
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After processing by the service we can see that….

The URL of the tweet has also been related to the eutimes.net domain and 
labelled as both hate and conspiracy by OpenSources. The short URL in the tweet 
is also resolved to eutimes.net and then flagged accordingly.



Domain Credibility
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➢ We currently have aggregated data on:

○ 1320 unique domains

○ 724 domain to Twitter account mappings

○ 918 domain to Facebook page/group mappings

➢ Try it yourself at:

https://cloud.gate.ac.uk/shopfront/displayItem/domain-credibility

https://cloud.gate.ac.uk/shopfront/displayItem/domain-credibility


Domain Credibility in Sheets

● Let’s add domain credibility information in column E
● Select the cells with input text (A2 to A8)
● Under “Range to analyse” click “use selected range”
● We will put the output alongside - click into cell E2, then 

under destination click “use current cell”
○ Results from processing A2 will go in E2
○ A3 will go in E3
○ Etc.

● Select Domain Credibility as the service 
● More steps on next slide



Domain Credibility in Sheets (2)

● Select E1 to configure the output range

● Press Use Selected Range first (so it looks like above)
● Then press Open Configuration Helper, select as shown
● E1 value 

should now be: 
DomainCredibility credibility-domain = credibility-labels 



Press Submit Job and get the 
output 
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COVID-19 Misinformation Classifier

Further details: 

https://arxiv.org/abs/2006.03354 

https://arxiv.org/abs/2006.03354


Test the Classifier on GATE Cloud
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Try it yourself: 
https://cloud.gate.ac.uk/shopfront/displayItem/covid19-misinfo

https://cloud.gate.ac.uk/shopfront/displayItem/covid19-misinfo


COVID Categoriser in Sheets

● Let’s add COVID-19 topic category information in column F
● Select the cells with input text (A2 to A8)
● Under “Range to analyse” click “use selected range”
● We will put the output alongside - click into cell F2, then under 

destination click “use current cell”
○ Results from processing A2 will go in F2
○ A3 will go in F3
○ Etc.

● Select COVID-19 Misinformation Categoriser as the service 
○ It works just as well categorising true COVID-19 claims

● More steps on next slide



Domain Credibility in Sheets (2)

● Select F1 to configure the output range

● Press Use Selected Range first (so it looks like above)
● Then press Open Configuration Helper, select as shown
● F1 value 

should now be: 
MisinfoClass class 



Press Submit Job and get the 
output 
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Exploration and visualisation of COVID-19 
misinfo

Joint work with First Draft: 

https://datadeficits.firstdraftnews.org/

https://firstdraftnews.org/long-form-article/data-deficits/  

https://datadeficits.firstdraftnews.org/
https://firstdraftnews.org/long-form-article/data-deficits/


Extra hands on

● In columns G onwards add the configurations for TwitIE, 
i.e. Person, Organization, etc.

● Run it to obtain the NEs that appear in each of the 
examples in the respective columns

● Refer to module 3 on GATE Cloud if you cannot recall how 
to run TwittIE/ANNIE in the sheets
○ Their configuration and running is identical, just TwitIE is better on 

short texts



Further materials

● Home page: https://cloud.gate.ac.uk
● An overview of disinformation responses 

https://en.unesco.org/publications/balanceact 
● COVID-19 disinfodemic: 

https://en.unesco.org/covid19/disinfodemic 

Thank you!

https://cloud.gate.ac.uk
https://en.unesco.org/publications/balanceact
https://en.unesco.org/covid19/disinfodemic


GATE Cloud API Keys

● If you haven’t already, register now for an account on 
GATE Cloud
○ If you have already registered, log in

● Go to “<your name> account” in
the top right

● Scroll to the bottom and
“Manage your API keys”

● Generate a new key

https://cloud.gate.ac.uk/register/index
https://cloud.gate.ac.uk/login/index


GATE Cloud API Keys

● API key is in two parts, the “key ID” and the “password”
● Copy and paste both into a text editor for future reference

● Note the warning:
if you lose the
password you must
generate a new key
(changing both ID
and password)


